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Abstract 
Receiving medical treatment, choosing an alternative treatment, and terminating treatment require the patient’s explicit or derived 
informed-consent.  Although Electronic Medical Records (EMRs) have been widely adopted by the U.S. healthcare industry, 
consents are still primarily in the form of paper or scanned electronic documents.  Integrating a consent management system into 
an EMR system involves various implementation challenges.  We address these challenges by using a Workflow-based EMR 
system that directly enforces predefined and prebuilt medical procedures. We then add consent management to such an EMR 
system.  We show how consents can be electronically obtained and enforced using a combined system.  Finally, we describe how 
to build a Consent-Based Workflow Control EMR system using open-source software.  
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1. Introduction  
The term “informed consent” was first used by a California appeals court in 1957 [1], and has become a 
mandatory practice in the medical domain. For instance, the American Medical Association states that “obtaining 
informed consent is an ethical obligation of the practice of medicine and a legal requirement per statute and case law 
in all 50 States” [2]. Medical informed consent falls mainly into two categories: consent for medical information 
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disclosure; and consent for medical treatments. Herein we mainly address the latter, with a focus on informed 
consent for procedure-oriented treatment regimes.  In healthcare, to treat, to terminate treatment, and to choose 
among alternative treatments require the patient’s explicit informed consent.  In most care providing entities, the 
patient showing up or requesting diagnosis or treatment constitutes default consent. In others, the patient, legal 
guardian or the person who seeks the services is required to provide consent and, in some cases, to sign a document 
stating so.  In order to enforce these requirements, EMR systems must be able to make granting of permissions 
conditioned upon consent.  
Informed patient consent – either expressed or derived – is an important aspect of proper medical treatment, 
including but not limited to undertaking alternative treatments or terminating treatment.  Part of that process 
involves providing a risk/benefit analysis and explaining alternative treatments in a way that the patient understands 
and accurately communicates the care provider’s understanding in an unbiased way [3]. The informed aspect of 
consent demands that the care receiver is aware of what he/she is consenting to, and does so willingly without undue 
influence by the caregivers, insurers, or other forms of external pressures. Further, it demands the caregiver’s 
acknowledgment that the patient and/or the guardian have mental capacity to provide such consent. Over the years, 
many federal, state, and local governments and healthcare organizations have developed laws, regulations, and 
guidelines for obtaining and memorializing informed consent. Traditionally these consent forms are signed by the 
care seeker or his/her legal consent holder.  
The U.S. healthcare industry has widely adopted EMRs. Nonetheless, most medical facilities have paper-based 
consent forms, even those operating EMR systems. The most used approach for managing informed consent forms 
in EMR systems is by storing it as an electronic format, basically restricting them to basic record keeping and 
preventing them from providing advanced features such as consistent enforcement of informed consent laws, 
regulations, and guidelines. In addition, scanning consent forms is estimated to cost hospitals an average $80,000 
per year [4], while still liable to effects of poor enforcement (e.g. obtaining wrong or inappropriate consents). 
Failure to obtain informed consent is one of the top ten reasons for medical malpractice claims [5]. Consequently, a 
mechanism to implement e-consent is needed.  In our proposed approach, we leverage the fact that medical consents 
accompany medical procedures to develop a consent-based workflow control in EMR systems, which basically 
incorporates a medical consent management component into a Workflow-based EMR.  
Following this Introduction, Section 2 describes related work; Section 3 provides an overview of previous work – 
a Workflow-based EMR system; Section 4 shows detailed models of our consent-based workflow control in a 
Workflow-based EMR system; and finally Section 5, entitled, “Evaluation and Conclusion,” summarizes the 
proposed EMR system and briefly identifies future improvements.  
2. Related Works 
In the past decade, consent management has received considerable attention from researchers and healthcare 
organizations. Many publications proposed different ways to improve electronic consent management system in 
healthcare domain. For instance, “e-Consent: The Design and Implementation of Consumer Consent Mechanisms in 
an Electronic Environment” [5] provided guidelines on how to design an e-consent system. Another work relevant 
to ours is by Ruan C. & Yeo S.S. [6], which used the UML Model to design an e-consent system. They first identify 
various parts necessary to specify the e-Consent rules about patient record protection, and then used UML to model 
the properties required by an e-consent system and to make the associated patient record protection rules explicit 
and verifiable. However, that work was theoretical; they neither designed nor implemented a system that works with 
EMR systems.  
Rusello G. et al. proposed consent-based workflows for healthcare management [7], where patients can control 
disclosure of their medical data based on workflows that are related to inter-institution transfers such as consults. 
Yet, this work neither addresses workflows for procedure-oriented treatment regimes nor the complications of 
consents. Others have proposed e-consent management to be integrated with EMR or EHR systems [8, 9, 10, 11].  
However, their e-consent is for sharing medical data, not to carry out treatment procedures.  
Many healthcare organizations attempted to have electronic consent management in their EMRs. Veterans 
Administration Medical Centers use iMedConsent™ [12] that supports electronic access, completion, signing, and 
storage of informed consent forms and advance directives. iMedConsent has two parts: software application and 
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clinical content library, and generate consents on each procedure without workflows. However, the system neither 
enforces at the point of providing treatments nor uses consents to control the medical procedures.   
As we implied earlier, adopting consent-based workflow control in a Workflow-based EMR system would 
significantly benefit quality of care, risk management and the like. We propose a Consent Management System that, 
pursuant to governmental and organizational rules and policies, obtains and enforces informed consent for 
procedure-oriented treatment regimes. Our enforcement mechanism will ensure that workflows are enabled only if 
appropriate consents are available, and in their absence it will enable caregivers to follow consent exception 
procedures. 
3. Workflow-based EMR System 
To demonstrate the applicability of our consent based workflow enforcement mechanisms, we developed a 
prototype consent management system on a Workflow-based EMR system. In our system, consents are issued 
electronically using the EMR interface and enforced using the workflow runtime. Furthermore, those consents can 
be used to control corresponding medical procedures dynamically.  In this section, we briefly describe the 
Workflow-based EMR system based on our previous work [13]. Our Workflow-based EMR system (see Fig. 1) has 
two main components:  (i) an EMR system that provides clinical functions and (ii) a workflow management system 
(WfMS) that executes designed workflow models.  
 
 
Fig. 1. Architecture of Workflow Enforced EMR 
The workflows used in our system are derived from medical procedures used by care providers. These 
workflows incorporate best practices, guidelines, policies and applicable laws. In addition, these workflows also 
include exception carried out manually by care providers. Consequently, our system directly compels predefined and 
prebuilt care procedures to comply with standards and policies. It also allows the caregivers to use their clinical 
judgment and based on the circumstance, to move to the next task even if prerequisite tasks are not completed. The 
advantage is that if such exceptions are recorded by the workflow management system then the method will be 
useful for quality of care review and perhaps for improving the workflow itself. Inability of getting consent or 
obtaining consent under emergencies is an example of situations in which an exception could be applied to a 
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predefined workflow. Although consent is an important factor that can change the medical treatment workflow, 
consents are not obtained and enforced by all existing EMRs.  
4. Consent Enforcement Workflow-based EMR System 
4.1. Create Consent Enforcement Workflow-based EMR 
We ensure that appropriate treatment consent is obtained before enabling the treatment as a task in the 
workflow, where the consent will enable or disable the treatment. Our enforcement mechanism ensures that a 
treatment workflow is enabled only after appropriate consents are obtained, and their absence enables caregivers to 
follow emergency consent procedures that are specified in governmental regulations and hospital procedures. 
Our consent enforcement system, shown in Fig. 2 consists of (1) User Interface (UI) for EMR Operations; (2) 
EMR’s Runtime System (3) Workflow Management System -- a runtime system that enforces medical treatment 
workflow and checks for consents before enabling a workflow; (4) A Consent Management System that ascertains 
which consents, if any are missing and must be issued; and (5) Related Databases. 
 
 
Fig. 2. Architecture of Workflow-Enforced EMR with Consent Enforcement  
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1. Users: The patient, their designated consent holders, caregivers, such as the medical treatment team or the 
quality care team - who may want to review the logs and generate reports from the EMR logged data.  
2. EMR System: Provides clinical functions related to treatments, including display of patient information, vital 
signs, medication, lab order/results, patients’ consents, etc.  
3. Workflow Management System: Designs and executes workflow models. It consists of a workflow editor, a 
workflow runtime engine, and other components such as workflow handlers that ensure completing tasks. 
4. Consent Management System: Retrieves existing consents from the EMR. If absent, retrieves the appropriate 
forms from a database and gets appropriate consents and proceed with the treatment plan.  
5. Related Databases: Consists of schemas and mechanisms that obtain, retain, derive, update and revoke consents. 
Our implementation uses an open source EMR system, OpenMRS [14], and a workflow system YAWL [15]. 
We implemented the Consent Management System as a customized workflow service in YAWL. In our system, 
whenever a treatment (a task to the WfMS) requires a patient’s informed consent to move to the next stage, WfMS 
will call the consent service to retrieve or obtain related consents as a prerequisite to proceeding with the treatment. 
Patient consents are stored in the OpenMRS’ databases as part of their medical records.  Additional user interfaces 
are designed for users to issue missing but required treatment consents. 
We examined many paper-based consent forms and found that they include many attributes. Table 1 depicts 21 
attributes in 8 dialysis consent forms. The main attributes we found are described below.  
1. Informed consent giver: the person with the legal right to make health care decisions, such as parents or legal 
guardians of minors, healthcare proxies, healthcare providers or third parties.  
2. Treatment procedure information: at a minimum, includes procedure benefits, risks and alternative procedures. 
3. Patient’s decision of the treatment: includes the decision (deny or accept) by providing all required conditions  
and attributes such as signatures, date, etc.  
Consents must be based on all input variables, such as consent giver, treatment specification (name, description, 
benefits, risks, alternatives, etc.), related organization rules, etc. In this paper, we do not discuss how to 
automatically generate informed treatment consent forms. Instead, we focus on how to obtain and enforce informed 
treatment consents for those treatments that require the consents. We assume that consent requirements and 
interfaces for consent givers are stored in the OpenMRS. 
Table 1. Attributes Used in Eight Sample Dialysis Forms  
 
Attributes
Patient X X X X
Physician X X
Information Sharing X X X X X
Treatment Name X X X X X X X X
Treatment Description X X X X X X
Lab X X
Benefits X X X X X
Risks X X X X X X X
Alternatives X X X X X X X
Anemia Treatment X X
ESAs X
Transfusions X
Dietary Restrictions X
Patient Resposibilty X X X
Anesthesia X X
Effective Period X X
Signee X X X X X X X X
Date X X X X X X X
Time X X X X X
Healthcare Proxy X X
Notes
Univeristy of Pennsylvania Health 
System Department of Radiology 
Division of Vascular And 
Interventional Radiology
Hartford Hospital
Verde Valley 
Medical 
Center
Barnson Dialysis, 
L.L.C.
Unity Health 
System dialysis 
Services
Unity Health System dialysis 
Services
Univerity 
of Virginia 
Health 
System
Sils Services 
Ltd, Dialysis 
Barbados 
Patient 
Informaed 
Consent Form 
Consent for Dialysis 
and Related 
Treatments
Consent For 
Treatment
Consent for Dialysis Treatment, 
ESA Medications & Blood and/or 
Blood Product Transfusions
Consent 
for Dialysis 
Therapy
Consent 
Form
Consent for Dialysis Fistulogram 
and Possible Angioplasty, Stent 
Placement or Thrombolytic Therapy
Informed Consent 
for Hemodialysis
Name of Consent
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4.2. Main Issues Involving Treatment Consent  
Many treatments require obtaining and enforcing patient’s consent. For example, an incapacitated patient 
(perhaps temporarily due to injury or medication) may considered to be not possessing a sound mind or may have 
been determined to not have the mental capacity (such as developmental disorders or clinically determined mental 
impediments) needed to provide legally binding informed consent. Similar exceptions exist with respect to children 
or young adults, who may not be considered mature to provide consent [3]. This raises one key issue, namely the 
age of consent where the minor may permit a treatment regime. Different states in the USA use different values for 
the age of consent and may even consider that consent as dependent on the kind of treatment.  For example, age of 
consent in the state of Maryland is 17 years, but in Virginia it is 18 years. Alabama allows health care consent to be 
made by minors is 14 years or older [16]. That raises questions such as “If a 15 year old resident of Virginia, 
requires a medical treatment during a visit to Alabama, can he give consent instead of his legal guardians?” 
This is further complicated by the fact that some minors (defined by age) have rights to provide consents under 
different conditions (e.g. marital status etc.). Appendix A shows a summary of the situations in which a minor 
patient is able to issue consent to general medical treatment in all 50 states. 
Another issue arises during complicated medical workflows where any choices made during treatment may 
limit a patient’s physical and mental capabilities – such as when a patient selects (peritoneal vs. hemodialysis vs. 
refusing treatment) in case of kidney failure. Hence, all risks and benefits must be explained and weighed in before 
consent is obtained. Other related usage scenarios related to consent are “Do Not Intubate (DNI)”, “Do Not 
Resuscitate (DNR)”, and dignity to determine “end of life” care and comfort. 
4.3. Consent Management System  
When our workflow based EMR schedules a treatment, it calls the Consent Management System (CMS). Then 
the WfMS decides whether the treatment should continue or be aborted based on the treatment specification and on 
the patient’s treatment decision. Figure 3 depicts the CMS, which basically performs two functions: (i) obtaining 
consent from patients (ii) retrieving appropriate consent forms based on specific treatment task requirements. Then, 
consent givers are able to submit the required consent using a form in the EMR system. The components that 
interact with the CMS are: 
1. Informed consent trigger: refers to each specific task in the medical treatment workflow that requires consent.  
2. Informed consent repositories: store all the information related to the treatment consents.  
3. Evaluation rule repository: store rules that codify regulations and healthcare organizational policies related to 
informed consent and that require the Consent Management System to retrieve applicable consent. 
At design time, based on rules and regulations, the designer of the consent management system decides to add 
the applicable consent. If no consents apply, then the EMR will not require any consent from the patient, as shown 
in Figure 4. When a treatment requires having patient’s consent before progressing further, the designer uses the 
GUI shown in Figure 5 to add a consent form.  
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Fig. 3. Consent Management System 
     
 Fig. 4. Example of a Treatment Specification  
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 At run time, when a specific treatment is scheduled, the EMR will automatically call the Consent Management 
System. The EMR passes all attributes required to determine the kind of required consent such as the consent type, 
patient medical record’s identification, patient’s state of residence (in order to determine the applicable rules), age, 
marital status, financial status etc. This data is used to check if the consent already exists. If not, it will be obtained 
prior to providing the treatment. All obtained consents are stored as a part of the patient record in the EMR. 
Test Consent Specification: 
1. Step 1- Prepare Treatment (CareGiver): The caregiver prepares a treatment for a patient. The outcome of this 
process is whether the treatment consent is required or not and whether the patient has the capability to give consent 
or not. C (Condition): Outcome of the consent requirement. 
2. Step 2- Treatment with Consent (System): If the treatment requires consent, this task is automatically delegated 
to Consent Management System. A Consent Workflow specification starts. (More details shown in Fig. 6) 
3. Step 3- Continue Treatment (CareGiver): The caregiver continues treatment if either the treatment does not 
require consent (outcome from step 1) or the required consent is obtained and the patient accepts the treatment. 
Consent Workflow Specification: 
1. Step 1- Check Consent (Consent Management System): the Consent Management System checks for existing 
consent.  If the consent is available, the Consent Management System checks to see whether it's usable, because the 
existing consent may not apply due to expiration etc. 
C (Condition): Outcome of the consent information: yes, no, or yes but not usable  
2. Step 2.1 – Retrieve Existing Consent (System): the system obtains the information of existing consent if the 
system found the required consent has been given and is usable from Step 1. 
3. Step 2.2- Create Treatment Consent (System): the system retrieves appropriate treatment consent form if 
system found the required consent is missing or unusable from Step 1. 
 4. Step 3- Consent Action (System): the system either returns the result (accepting or rejecting) of the given 
treatment consent (from Step 2.1) or returns with the appropriate consent form (from Step 2.2) 
Our consent management system uses a three-layered evaluation system to determine the applicable consent. 
The three layers check (i) if a patient has the capacity to give medical treatment consent (ii)  if a patient is a minor 
based on her/his age (iii) if a minor patient is emancipated based on some conditions, such as marital status, 
financially independent status, etc., briefly described shown in Figure 6 (also pseudo code shown in Appendix B). 
 
Fig. 5. Adding Consent Management System as 
Custom Service into YAWL 
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Fig. 6. The Process of Retrieving a treatment consent form and Evaluating Based on Evaluation Rule  
Our design works particularly well when states change consent laws. For example, when a state adds a new 
policy or law that requires a new treatment consent, then it will only be necessary to check if the treatment type 
exists in our system.  If it does, the system will add this state’s abbreviation to this treatment variable. Otherwise, the 
system will add the new treatment consent forms for this state into consent repositories, and a new variable with this 
treatment name and this state’s abbreviation as attribute value. Under this design, there is no need to redesign the 
system to enforce this new consent requirement; the system allows retrieving the right consent form when needed. 
4.4. Implementation  
We use the test consent workflow, described in section 4.3 as an example to demonstrate the implementation of 
the workflow in OpenMRS. The care provider selects a patient after successfully logging in to the EMR. 
 
Fig. 7. Check Treatment Consent Requirements 
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Fig. 8. Consent has been Given and Accepted by the Patient 
1. After enrolling a patient and launching the workflow, our system will automatically load the first task of 
“PrepareTreatment” into OpenMRS.  Figure 7 shows a user interface, which requires caregiver(s) to provide to 
the system if this treatment requires consent to move, if so, is the patient capable of giving consent. 
2. After task 1 is completed, the WfMS enables next task based on the value gained from task 1, which continues 
the treatment. If this treatment does not require consent, “ContinueTreatment” task is enabled. Otherwise, 
“TreatmentWithConsent” task starts. Then the consent workflow starts. 
2.1 The Consent Management System starts the first task of  “CheckConsent” to check if required consent has been 
given. If the consent has been given, “RetrieveConsent” task will be enabled, followed by “ConsentAction” task 
to return the consent status of given consent. Figure 8 shows that consent has been given, and the patient 
accepted the treatment. In this case, the test consent workflow moves to “ContinueTreatment” task. 
2.2 “CheckConsent” is completed. If the consent has not been given, “CreateConsent” task will be enabled. As of 
now, this task does not auto-generate a consent form, instead retrieve them from a predefined database. This 
task, based on the data transferred from the Workflow Management System and the evaluation rule depository, 
retrieves an appropriate consent form then displays it to users via user interface on OpenEMR. After submitting 
the filled consent form, WfMS will enforce the test consent workflow. In this case, the test consent workflow 
moves to the “ContinueTreatment” task.  If the patient rejects the treatment, then the test consent workflow is 
aborted. 
5. Conclusions 
We proposed an executable consent-enforced workflow-based EMR system that includes all the benefits 
provided by a workflow enforced EMR system [13]. Our system enforces consents for medical treatments, which 
will reduce medical malpractice, potential medical treatment errors caused by missing informed consents, and 
improve the patient-caregiver relationship. Informed consent requirements embedded in Workflow-based EMR 
systems will strictly follow specified care procedures that comply with both government regulations and healthcare 
organizational policies. This system can accommodate changes to policies and standards. Finally, in our approach all 
consents will be stored in EMR system. The processes of gaining the consent and including exception processes will 
also be recorded in the workflow management system, thus becoming available for quality of care audits and 
reviews. Future work will expand our EMR system to automatically generate required consent forms, to allow 
patients to revoke consents, and to appoint or re-appoint consent holders. Our research path also includes further 
developing the evaluation rule repository to cover more specific scenarios. 
Appendix A. The Definition of Minor Patient for Giving General Medical Treatment Consent (50 States)  
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*from each of 50 states law/regulation 
Appendix B. Pseudo Code for Evaluation Rule 
if (hasConsent)              // patient has required treatment consent in OpeMRS 
{   retrieve the consent form from patient medical record; 
     if (isUsable)             // consent is usable 
     return decision; }    //return patient’s decision of the treatment 
if (hasConsentType)   // required treatment consent type is exist 
{// required treatment consent type associates with patient resident state1 
     if (pRState in consentType[state1, state2,…,stateN])  
         patientIssueConsent (treatment type, patient resident state, patient age, patient status information); 
     else{   
  Import a new treatment consent form of patient resident state into system; 
//Update the database by adding patient resident state’s abbreviation to treatment consent type 
               Insert pRState into consentType[state1, state2,…,stateN ]; 
               patientIssueConsent (treatment type, patient resident state, patient age, patient status information);}}  
else { 
State Age
Eduation or Sufficient 
Intelligence Level
Emancipated Minor (based on 
Marital Status or Pregnant)
Emancipated Minor (Living 
Separate or Finacial Independednt)
Unable Gain from Parents or 
Legal Guardian of the Minor 
incarcerated 
Minor 
on Active Duty with the 
Armed Services of USA
ALABAMA 14 years of age or older has graduated from high 
school
X
ALASKA X X X
ARIZONA 
ARKANSAS
shown understand and 
appreciate the consequences 
of the proposed surgical or 
medical treatment
X X
CALIFORNIA 15 years of age or older X X
COLORADO 18 years of age or older X (>15 years old) X (>15 years old)
CONNECTICUT X
DELAWARE 18 years of age or older X 
FLORIDA 16 years of age or older X
GEORGIA X
HAWAII age of fourteen to 
seventeen inclusive
X X
IDAHO 14 years of age or older X
ILLINOIS 18 years of age or older X
INDIANA 14 years of age or older X
IOWA less than 18 years old X X
KANSAS 16 years of age or older X X
KENTUCKY less than 18 years old
LOUISIANA less than 18 years old 
+couselling party
MAINE less than 18 years old X X X
MARYLAND X
MASSACHUSETTS 12 years of age or older X X
MICHIGAN
MINNESOTA X X
MISSISSIPPI X
MISSOURI
MONTANA less than 18 years old graduated from high school X X
NEBRASKA
NEVADA X
NEW HAMPSHIRE 12 years of age or older
NEW JERSEY
NEW MEXICO 14 years of age or older X
NEW YORK X
NORTH CAROLINA X
NORTH DAKOTA
OHIO
OKLAHOMA less than 18 years old X X
OREGON 15 years of age or older
PENNSYLVANIA 18 years of age or older graduated from high school X
RHODE ISLAND
SOUTH CAROLINA
SOUTH DAKOTA
TENNESSEE
TEXAS 16 years of age or older X X X X
UTAH X X
VERMONT 14 years of age or over 
VIRGINIA X
WASHINGTON 14 years of age or older
WEST VIRGINIA 14 years of age or older
WISCONSIN
WYOMING X X X X
Minor Giving Consent to General Medical Treatments (any legally authorized medical, dental, health or mental health services) 
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//create a new treatment consent type; update the database by adding new treatment type and adding patient 
//resident state’s abbreviation to new treatment consent type 
newConsentType[pRState]; 
import a new treatment consent form of patient resident state into system; 
patientIssueConsent (treatment type, patient resident state, patient age, patient status information);}} 
patientIssueConsent(type, state, age, status2) 
{  if (hasCapability)          // patient is capable of issuing treatment consent 
{  if (isMinor)        // patient is minor based on the treatment type, patient resident and related state law 
// patient is not emancipated minor based on patient resident state and related state law 
{ if (!isEmancipatedMinor) 
retrieve consent form from “Consent by Guardian” repository based on treatment type and patient resident state;}} 
        retrieve consent form from “Consent by Patient” repository based on treatment type and patient resident state;} 
else retrieve consent form from “Consent by Others” repository based on treatment type, patient resident state and  related 
state law;} 
1A treatment consent type associates with state abbreviation to present the state has this type treatment and require 
consent. 
2 status is a group information of the patient used to determine if a minor patient is a emancipated minor. 
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